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Election /Restrictions 



On October 13, 2005, discussed with attorney over the phone regarding 
restriction requirement resulted from the amendment filed on 10/3/2005. Attorney elects 
the first group (Group 1) without traverse from the following two groups. 



This application contains claims directed to the following patentably distinct 
claimed inventions. Restriction to one of the following invention is required under 35 
U.S.C 121: 



I. (Group 1 ) Claims 1 and 24 (and its associated dependent claims 2 
- 20, 35 - 42, 25 - 27 and 44 - 45) drawn to the prevention of 
unauthorized use of digital content data to be transferred from a 
first system to a second system emphasizing on the authentication 
technique such as determining whether the transaction data of the 
second system indicates whether the second system is a valid 
recipient of the archive and further modifying the archive using the 
transaction data of the second system that identifies the second 
system to generate a modified archive, classified in class 713, 
subclass 168. 

II. (Group 2) Claims 21 , 28 and 32 (and its associated dependent 
claims 22 - 23, 29 - 31 , 33 - 34, 43, 46 and 47) drawn to a more 
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specific data processing protection technique for unauthorized use, 
classified in class 713, subclass 193. 

Inventions I and II are related as subcombination disclosed as usable together in 
a single combination. The subcombination is distinct from the combination and the 
subcombinations are distinct from each other if they are shown to be separately usable. 
The following case instants: 

Invention II has separate utility directed to a more specific data processing 
protection technique for unauthorized use by monitoring at each process and initiating a 
nondeterministic defense action to obfuscate the cause of the defense action upon the 
occurrence of unauthorized use of a digital content. 

Because these inventions are distinct for the reasons given above and have 
acquired a separate status in the art as shown by their different classification, restriction 
for examination purpose as indicated is proper. 

Examiner acknowledges that Applicant has elected Group 1 and as such this 
Office action only addresses the claimed inventions of Group 1. 
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DETAILED ACTION 

1 . Claims 1 - 34 have been presented for examination. Claim 10 has been 
canceled; claims 1,13 and 24 have been amended; and new claims 35 - 47 have been 
added in an amendment filed 10/3/2005. Claims 21 - 23, 28 - 34, 43, 46 and 47 have 
been withdrawn due to the restriction requirement. Therefore, presently pending claims 
for this instant application are 1 - 9, 1 1 - 20, 24 - 27, 35 - 42 and 44 - 45. 

Response to Arguments 

2. Applicant's arguments filed on 10/3/2005 with respect to instant claims have 
been fully considered but are moot in view of the new ground(s) of rejection. 



Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraph of 35 U.S.C. 102 that forms 
the basis for the rejections under this section made in this Office action: 



A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by another filed 
in the United States before the invention by the applicant for patent or (2) a patent granted on an application for 
patent by another filed in the United States before the invention by the applicant for patent, except that an 
international application filed under the treaty defined in section 35 1(a) shall have the effects for purposes of this 
subsection of an application filed in the United States only if the international application designated the United 
States and was published under Article 21(2) of such treaty in the English language. 



3. Claims 1 - 9, 1 1 , 1 4, 1 8, 1 9, 35, 37 - 40 and 42 are rejected under 35 



U.S.C. 102(e) as being anticipated by Downs et al. (Patent Number: 6226618). 
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As per claim 1 , Mooney teaches a method for preventing unauthorized use of 
digital content data to be transferred from a first system to a second system comprising: 

locating an archive of a digital content data at the first system (Downs: Column 
51 Line 29 - 37); 

determining transaction data of the second system that identifies the second 
system (Downs: Column 76 Line 51 - 58 and Column 76 Line 12-13); 

determining whether the transaction data of the second system indicates whether 
the second system is a valid recipient of the archive (Downs: Column 76 Line 31 - 50); 

modifying the archive using the transaction data of the second system that 
identifies the second system to generate a modified archive (Downs: Column 76 Line 6 
- 8, Column 76 Line 51 - 58 and Column 9 Line 16-18); and 

transferring the archive from the first system to the second system if the second 
system is a valid recipient (Downs: Column 12 Line 8-10). 

As per claim 2, Downs teaches if the second system is not a valid recipient, 
transferring the archive from the first system to the second system, the operation of the 
archive failing in the second system (Downs: Column 3 Line 52 - 55). 

As per claim 3, Downs teaches the first system comprises a hard media and 
wherein the second system comprises a computer system (Downs: Column 51 Line 32 
-37). 
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As per claim 4, Downs teaches the first system comprises a first computer 
system and wherein the second system comprises a second computer system (Downs: 
Column 3 Line 52 - 55). 

As per claim 5, Downs teaches the first and second computer systems are 
remotely located. (Downs: Column 70 Line 18-20). 

As per claim 6, Downs teaches determining transaction data of the second 
system comprises determining a data element selected from the group of data elements 
consisting of: transaction identification; system configuration information; manufacturer, 
serial number, and physical properties (Downs: Column 76 Line 12-67). 

As per claim 7, Downs teaches determining transaction data of the second 
system comprises downloading an analysis tool to the second system, and running the 
analysis tool to examine the second system and to generate a unique identifying value 
that identifies the second system as the transaction data (Downs: Column 76 Line 6-8, 
Column 1 1 Line 40 - 54 and Column 9 Line 36 - 38). 

As per claim 8, Downs teaches the unique identifying value is deposited in the 
archive that is transferred to the second system (Downs: Column 76 Line 6 - 8). 
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As per claim 9, Downs teaches the unique identifying value is encrypted and 
interleaved with the digital content data in the transferred archive (Downs: Column 27 
Line 37-48). 

As per claim 1 1 , Downs teaches increasing a memory allocation of the archive 
before modifying the archive with the transaction data (Downs: Column 76 Line 6 - 8). 

As per claim 14 and 18, Downs teaches before transferring the archive, removing 
a plurality of original data segments from memory locations of the archive and storing 
false data at the memory locations (Downs: Column 76 Line 6-8: the watermark is 
interpreted as false data and when executed as machine instructions would cause the 
system improperly functioned). 

As per claim 19, Downs teaches the second system, following transfer of the 
archive, replaces the false data with the original data segments if the second system is 
a valid recipient (Downs: Column 1 1 Line 44 - 45: only the valid recipient can process 
the watermark properly to restore the original data segments). 

As per claim 35, Downs teaches a watermark is deposited in the archive that is 
transferred to the second system (Downs: Column 76 Line 6 - 8). 
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As per claim 37, Downs teaches the false data comprises a machine instruction 
which is not properly functional when processed (Downs: Column 76 Line 6-8: the 
watermark is interpreted as false data and when executed as machine instructions 
would cause the system improperly functioned). 

As per claim 38, Downs teaches aborting transfer of the archive from the first 
system to the second system if the second system is an invalid recipient of the archive 
(Downs: Column 76 Line 31 - 38). 

As per claim 39, Downs teaches the transfer of the archive is aborted 
immediately if the second system is an invalid recipient of the archive (Downs: Column 
76 Line 31 - 38). 

As per claim 40, Downs teaches the transfer of the archive is aborted in an 
indirect manner if the second system is an invalid recipient of the archive (Downs: 
Column 76 Line 42). 

As per claim 42, Downs teaches the second system receiving the transferred 
archive and de-interleaving or decrypting the archive using the transaction data of the 
second system so that the digital content data can be executed by the second system 
(Downs: Column 27 Line 37 - 48 and Column 1 1 Line 50 - 52). 
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4. Claims 24, 25 and 27 are rejected under 35 U.S.C. 102(e) as being anticipated 
by Mooney et. al (PN: 6351813). 

As per claim 24, Mooney teaches a method for preventing unauthorized use of 
digital content data hosted on a system comprising: 

determining whether an unauthorized use of the digital content data is in 
progress (Mooney: see for example, Column 5 Line 31 - 40 and Column 1 Line 59 - 
Column 2 Line 12: the attempt to retrieve the key for encryption / decryption the digital 
data need to be authenticated, as taught by Mooney, to prevent unauthorized access); 
and 

in the case where an unauthorized use is determined, initiating a defense action 
by disabling only an input device in associated with the unauthorized use (Mooney: see 
for example, Column 5 Line 48 - 50). 

As per claim 25, Mooney teaches disabling an input device comprises disabling a 
combination of keystrokes at a keyboard input device (Mooney: Column 5 Line 48 - 50: 
the input device is indeed associated with the unauthorized use). 

As per claim 27, Mooney teaches the input device comprises a keyboard or a 
mouse (Mooney: Column 5 Line 48 - 50: the input device is indeed associated with the 
unauthorized use). 
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Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

A person shall be entitled to a patent unless - 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

5. Claims 26, 44 and 45 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Mooney et al. (PN: 6351813), in view of Bean et al. (PN: 6460023). 

As per claim 44, Mooney does not disclose expressly the input device is only 
disabled in an authorized interface window when the target focus for the input device is 
an unauthorized application associated with the unauthorized interface window. 

Bean teaches the input device is only disabled in an authorized interface window 
when the target focus for the input device is an unauthorized application associated with 
the unauthorized interface window (Mooney: Column 5 Line 48 - 54; Bean: Column 5 
Line 66 - Column 6 Line 1 and Column 2 Line 20 - 21 ). 

It would have been obvious to a person of ordinary skill in the art at the time the 
invention was made to combine the teaching of Bean within the system of Mooney 
because (a) Mooney teaches the security compartments are locked out to prevent the 
access from an unauthorized user to the system according to a specific security level 
complied with the given site's own security policy (Mooney: Column 5 Line 48 - 54) and 
(b) Bean teaches an enhanced and scalable authorization security system that each of 
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the interface window can be counted as only a single authorized use of the content 
(Bean: Column 2 Line 20 - 21 and Column 5 Line 66 - Column 6 Line 1 ). 

As per claim 26 and 45, the claim limitations are met as the same reasons as 
that set forth in rejecting claim 44. 

6. Claims 12, 13 and 15 - 17 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Downs et al. (Patent Number: 6226618), in view of Horiike (PN: 
6744905). 

As per claim 12 and 16, Downs does not disclose expressly creating a map of 
the increased memory allocation. 

Horiike teaches creating a map of the increased memory allocation (Horiike: 
Column 5 Line 55 - Column 6 Line 8). 

It would have been obvious to a person of ordinary skill in the art at the time the 
invention was made to combine the teaching of Horiike within the system of Downs 
because (a) Downs teaches a secure content delivery system by using watermark 
techniques (Downs: Column 51 Line 29 - 39) and (b) Horiike teaches a novel solution of 
an image processing apparatus using the watermarking techniques (Horiike: Column 2 
Line 35 - 36 and Column 5 Line 55 - Column 6 Line 8). 
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As per claim 13, 15 and 17, Horiike teaches storing the map in the archive, or in 
memory locations of the second system, or in the first system (Horiike: Column 5 Line 
55 - Column 6 Line 8). 

7. Claim 20 is rejected under 35 U.S.C. 103(a) as being unpatentable over Downs 
et al. (Patent Number: 6226618), in view of Cialelli et al. (Patent Number: 6236727). 

As per claim 20, Downs does not disclose expressly the second system replaces 
the false data by the original data segments immediately prior to execution of the 
corresponding memory locations, and replaces the original data by the false data 
immediately following execution of the corresponding memory locations. 

Cialelli teaches the second system replaces the false data by the original data 
segments immediately prior to execution of the corresponding memory locations, and 
replaces the original data by the false data immediately following execution of the 
corresponding memory locations (Cialelli: Column 2 Line 44 - 66: These are the 
scrambled, decrypted and re-scrambled techniques as taught by Cialelli). 

It would have been obvious to a person of ordinary skill in the art at the time the 
invention was made to combine the teaching of Cialelli within the system of Downs 
because(a) Downs teaches a secure content delivery system by using encryption 
techniques (Downs: Abstract) and (b) Cialelli teaches enhancing the security for digital 
content data by using extensive encryption in order to protect the data against 
unauthorized access (Cialelli: see for example, Column 1 Line 47 - 51). 
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8. Claim 36 is rejected under 35 U.S.C. 103(a) as being unpatentable over Downs 
et al. (Patent Number: 6226618), in view of Mooney et. al (PN: 6351813). 

As per claim 36, Downs does not disclose expressly the unique identifying value 
is used to create a system unique encryption key. 

Mooney teaches the unique identifying value is used to create a system unique 
encryption key (Mooney: Column 5 Line 27 - 35). 

It would have been obvious to a person of ordinary skill in the art at the time the 
invention was made to combine the teaching of Mooney within the system of Downs 
because(a) Downs teaches a secure content delivery system by using encryption 
techniques (Downs: Abstract) and (b) Mooney teaches enhancing security system for 
protecting and controlling access to data content using a system of security keys 
(Mooney: Column 1 Line 10- 14). 

9. Claim 41 is rejected under 35 U.S.C. 103(a) as being unpatentable over Downs 
et al. (Patent Number: 6226618), in view of Paulson et. al (PN: 5585585). 

As per claim 41 , Downs does not teach if it is determined that the second system 
is an invalid recipient of the archive, further modifying the archive to insert executable 
data into the archive that causes an exit, an error condition, or communication to 
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another system entity which begins a cascading exit process, in the second system, and 
transferring the further modified archive to the second system. 

Paulson teaches if it is determined that the second system is an invalid recipient 
of the archive, further modifying the archive (Paulson: Column 5 Line 57 - 62) to insert 
executable data (Paulson: Column 6 Line 12) into the archive that causes an exit 
(Paulson: Column 6 Line 12 - 18), an error condition, or communication to another 
system entity which begins a cascading exit process, in the second system, and 
transferring the further modified archive to the second system. 

It would have been obvious to a person of ordinary skill in the art at the time the 
invention was made to combine the teaching of Paulson within the system of Downs 
because (a) Downs teaches a secure content delivery system by using encryption 
techniques (Downs: Abstract) and (b) Paulson teaches providing an enhanced data 
protection algorithm to protect repertoire data content from unauthorized access 
(Paulson: Column 5 Line 57 - 59). 
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Conclusion 

Applicant's amendment necessitated the new ground(s) of rejection presented in 
this Office action. Accordingly, THIS ACTION IS MADE FINAL See MPEP 
§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37 
CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Longbit Chai whose telephone number is 571-272-3788. 
The examiner can normally be reached on Monday-Friday 8:00am-4:00pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz R Sheikh can be reached on 571-272-3795. The fax phone number 
for the organization where this application or proceeding is assigned is 703-872-9306. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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